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INTERNATIONAL IT GOVERNANCE: AN EXECUTIVE GUIDE TO ISO 17799/ISO 27001 
 
1. Why is information security necessary 
 
2. Sarbanes-Oxley and regulatory compliance 
 
3. ISO 27001 
 
4. Information security policy and scope 
 
5. Risk assessment 
 
6. External parties 
 
7. Asset management 
 
8. Human resources security 
 
9. Equipment security 
 
10. Communications and operations management 
 
11. Malicious software and back ups 
 
12. Network security management and media handling 
 
13. Electronic commerce services 
 
14. Email and Internet use 
 
15. Access control 
 
16. Network and operating system controls  
 
17. Telecommuting 
 
18. Systems acquisition, development and maintenance 
 
19. Cryptographic controls 
 
20. Security 
 
21. Compliance 
 


